(D) EMVCoO

EMVCo Publishes Guidance for EMV® 3-D Secure Transactions to Utilise EMV

Payment Token Data

New resources enable use of EMV Payment Token data for EMV 3DS authentication to support
improved consumer experience.

16 September 2021 — Global technical body EMVCo has published new resources to help card

issuers and merchants to optimise the EMV® 3-D Secure (EMV 3DS) authentication experience for
online shoppers when EMV Payment Tokens are in use, enhancing the fraud-prevention benefits

that EMV 3DS provides.

EMV Payment Tokens are used across the payments ecosystem to increase the security of card-
based transactions by replacing the primary account number (PAN) with a unique alternative value.
Industry feedback identified an opportunity to improve the EMV 3DS authentication process by
making Payment Tokens and related data available as part of the 3DS Authentication Request to

improve issuer decision making and the consumer experience.

The EMV 3DS Payment Token Message Extension and supplemental white paper provide guidance
on how payment token related data elements can be used to support the authenticity of EMV 3DS
transactions. Using the extension, issuers can leverage additional payment token data to better
identify the transaction and consumer. This reduces the need for additional consumer

authentication in the form of a challenge, such as a one-time passcode or biometric.

“The use of EMV Payment Token data in the EMV 3DS authentication process further enables card
issuers to make better risk-based decisions. As a result, merchants will benefit from improved
transaction approval rates and a faster, more secure authentication process for their customers,”

said Robin Trickel, EMVCo Executive Committee Chair.

The EMV 3DS Secure Payment Token Message Extension supports EMV 3DSv2.1 and v2.2. It is
optional and does not impact interoperability. Based on the industry’s request for payment token
data to be supported, the extension capabilities will be included in EMV 3DS v2.3 as part of the core

specification.


http://www.emvco.com/
https://www.emvco.com/document-search/?action=search_documents&publish_date=2021-06-04&emvco_document_version=&emvco_document_book=&px_search=Extension+use+cases&emvco_document_technology%5B%5D=3-d-secure
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To learn more, view the EMV Insights post: EMV 3-D Secure Transactions and Leveraging EMV

Payment Token Data.

About EMV 3DS

EMV 3DS is a fraud prevention technology that enables consumer authentication, without adding
unnecessary friction to the payment process that often leads to abandoned purchases. The EMV 3DS
Specification provides a common set of requirements product providers can use to integrate this
technology into their solutions to support seamless and secure e-commerce payments. Visit the

Media Centre to learn more.

About EMV Payment Tokenisation

EMV Payment Tokenisation enables a payment token to be used in a payment transaction from
point of purchase, passing across the payment networks between acquirers and card issuers,
through to payment authorisation by the card issuer. EMV Payment Tokens are compatible with

other forms of tokenisation such as acquirer and/or security tokens.
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Notes to Editors:
EMV® is a registered trademark in the U.S. and other countries and an unregistered trademark elsewhere. The
EMV trademark is owned by EMVCo, LLC.

About EMVCo:

EMVCo is the global technical body that facilitates the worldwide interoperability and acceptance of secure
payment transactions by managing and evolving the EMV Specifications and related testing processes. EMV is
a technology toolbox that enables globally interoperable secure payments across face-to-face and remote
environments. Adoption of EMV Specifications and associated approval and certification processes promotes a
unified international payments framework, which supports an advancing range of payment methods,
technologies and acceptance environments. The specifications are available royalty free, designed to be
flexible, and can be adapted regionally to meet national payment requirements and accommodate local
regulations.

EMVCo is collectively owned by American Express, Discover, JCB, Mastercard, UnionPay and Visa, and focuses
on the technical advancement of the EMV Specifications. To provide all payment stakeholders with a platform
to engage in its strategic and technical direction, EMVCo operates an Associates Programme and encourages
all interested parties to get involved.
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