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What is EMVCo’s Role in Testing
EMV® Payment Acceptance Devices?

EMVCo is a global technical body that collaborates with industry stakeholders
to facilitate the worldwide interoperability of secure payment transactions. It achieves this
by developing and publishing the EMV® Specifications and their related testing processes.

These can be used by any party to design payment products that will work seamlessly worldwide.
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For more than two decades, EMVCo has helped streamline product conformance
assessments in the card payments industry through consolidated EMV testing processes.

This document explores EMVCo’s specific role in testing EMV payment acceptance devices.
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EMV acceptance devices are products that
enable merchants to accept EMV contact

or contactless payments. These include
traditional Point of Sale (POS) terminals and
also TapToMobile devices, which enable
merchants to accept contactless payments
directly using near field communication
(NFC)-enabled devices, such as smartphones,
without the need for an additional connected
device, dongle or attachment.
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EMVCo delivers third party services that verify that

products and solutions meet the technical baseline

to be able to work together seamlessly and securely.. EMVCo is an
accredited ISO/IEC 17065

certification body. ISO/

IEC 177065 defines a set of

requirements for certification

bodies to demonstrate they

EMVCo is responsible for defining the various product approval
processes, but it does not perform any testing ‘in-house’. This
activity is delivered by specialist independent, recognised
testing laboratories using qualified test tools. EMVCo acts as

a certification body to give product and solution providers deliver testing processes in a
confidence when engaging third parties to test their products. competent, consistent and

impartial manner.
EMVCo develops and administers:

v Processes for independent laboratories.

v Qualification processes for test tools and platforms to validate
that they can test in accordance with EMVCo functional requirements.

v Qualification processes for laboratory auditors.

When EMVCo receives a test report from a recognised laboratory,

and the requirements have been met, it issues a Letter of Approval

to the product provider confirming the product as meeting EMV ° I
Specifications for performance and compatibility. o (]

EMVCo Testing —_— ® an

EMV Level 1Testing assesses the compliance EMV Level 2 Testing assesses the compliance
of the acceptance device with the of the acceptance device with the software
communication protocols defined within the features defined within the EMV Chip and

EMV Chip and Contactless Specifications. Contactless Specifications.

These cover the transfer of data between EMVCo has defined the Contact Kernel

the acceptance @evice and the payment approval process for contact. For contactless
instrument (such as chip cards, smartphones, transactions, EMVCo has launched an approval
and smartwatches). process for the ne%l\/\v Contactless Kernel.

The combination of EMVCo Functional Approvals for EMV acceptance devices is known as
Terminal Type Approval. It assesses whether payment products meet EMV Specifications and
requirements for performance and compatibility.

EMV Level 3 (L3) testing aims to validate the integration of an EMV acceptance device with its
acceptance infrastructure to help ensure the interoperability of an end-to-end EMV transaction.

Unlike EMV L1 and L2 testing, the L3 test plans are provided by the Participant Systems. This term
refers to payment systems and other entities that elect to use the EMV L3 Testing Framework and
qualified L3 Test Tools.

While EMV L3 testing is defined by each Participant System’s policies, EMVCo supports this by
defining a set of standardised Level 3 test tool technical components - the EMV L3 Testing
Framework - and a streamlined qualification process for L3 test tools.

EMV also supports functional testing and security evaluations for
EMV Chip Cards and Mobile Payment Form Factors. To learn more, read
An Introduction to: EMVCo Approvals and Evaluations for In-Person Payments.




Testing Cycles and Renewals

EMVCo assesses the compliance of products to the

EMV Specifications to support global product
acceptance and interoperability. EMV Specifications
are published, royalty free, on the EMVCo website.
EMVCo testing processes complement its specifications,
which evolve over time to support new functionality
and changing market needs. Laboratories phase in new
tests, while sunsetting past versions.

All testing updates are communicated on the
EMV Specifications and Associated Bulletin webpage.

Additionally, all approved and evaluated products have an expiry date. EMVCo has defined
renewal processes, when relevant, to ensure that products are not outdated and meet the latest
requirements for performance, interoperability and security.

EMV Level 1 Letters of Approval are currently
valid for four years. EMVCo is evaluating the
potential to extend this for certain versions of the
Contactless Specifications to reflect specification
and market maturity, as well as the operational
requirements of merchants.

The EMV Community

EMVCo is a proven, effective forum to create, evolve and promote payment consistency, security
and innovation. It plays an important role in bringing together stakeholder interests among
payments industry participants as part of a global, open, industry-led approach.

Through the EMVCo Associates and Subscriber

Programs and its members, a range of

stakeholders contribute their knowledge and "
expertise to the development of EMVCo’s initiatives.

This includes: merchants; issuers; acquirers;

international, regional and domestic payment

systems; financial institutions; manufacturers;

technology providers; and testing laboratories.

Interested in joining the community? -
Visit our website. ' i‘



https://www.emvco.com/specifications/
https://www.emvco.com
https://www.emvco.com/industry-collaboration/emvco-associates-subscribers/

About EMVCo —_—

In summary, EMVCo works collaboratively to develop
EMV Specifications and the related testing processes.

It does not, however, establish obligations, requirements, or otherwise for the implementation of
its specifications. It also does not mandate or enforce EMV compliance or the implementation
policies for issuers, merchants and acquirers, which are handled by global, regional and domestic
payment systems independently outside of EMVCo. Payment systems’ testing and approval
requirements, including validity periods, are also outside of EMVCo’s scope.
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Here is a comparison of the different roles of EMVCo and the global, /

regional and domestic payment systems: /// o
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@ Manage and evolve

EMV Specifications @ Product development and the validity Z
") Perfierin certiisifien of period of implementation certifications =
EMV products (where relevant) @ EMV mandates or compliance
@ Enhance payment security @ Commercial incentives

@ Support emerging payment technologies

—— @ Fraud liability and other risk-based
assessments and policies

Further Reading

EMVCo Approved and Evaluated webpages G ° E
Trademark Centre | EMVCo
EMVCo Approvals and Evaluations eBook

EMV Security: Promoting Cybersecurity in Payments
What are EMV Level 1and Level 2 Testing
EMV Level 3 Testing webpages

EMV® is a registered trademark in the U.S. and other countries and an unregistered trademark elsewhere.
The EMV® trademark is owned by EMVCo, LLC. @


https://www.emvco.com/?utm_source=Communications&utm_medium=AnnualReport&utm_campaign=Organisational&utm_content=Homepage
https://www.linkedin.com/company/emvco/
https://www.emvco.com/approved-evaluated/
https://www.emvco.com/trademark-centre/
https://www.emvco.com/knowledge-hub/emv-approvals-and-evaluations-ebook/
https://www.emvco.com/knowledge-hub/promoting-cybersecurity-in-payments/
https://www.emvco.com/knowledge-hub/promoting-cybersecurity-in-payments/
https://www.emvco.com/knowledge-hub/what-are-emv-level-1-and-level-2-testing/
https://www.emvco.com/emv-technologies/emv-level-3-testing/



