
  

 

 

 
EMVCo Issues Milestone 100th Security Evaluation Certificate for Software-Based Mobile 

Payment Solutions 
 
 

29 November 2022 – Global technical body EMVCo has issued its 100th Security Evaluation 

Certificate for Software-Based Mobile Payments (SBMP) solutions. This milestone reflects significant 

industry uptake from leading device manufacturers and product vendors to demonstrate the 

security of their solutions through a globally recognised programme, promoting trust and confidence 

across the payments ecosystem and simplifying the deployment of safe and secure mobile wallet 

solutions.  

 

The continued growth of mobile payments has increased the number of solutions deployed that use 

software applications to enable consumers to pay in-store. As these software-based solutions 

operate in the more vulnerable consumer device environment, mobile wallet providers use a layered 

security approach comprising various software and device components to combat threats.  

 

To support this layered security approach while ensuring flexibility and efficiencies, EMVCo 

introduced a dedicated Security Evaluation Process for SBMP in 2018 to assess the different security 

components that can be integrated into a SBMP solution. Specific components evaluated by EMVCo 

include software development kits (SDK), trusted execution environments (TEE), consumer device 

cardholder verification methods (CDCVM) such as biometrics / authenticators, attestation 

mechanisms1 and software protection tools. Full mobile payment applications comprising various 

individual components can also be evaluated.  

 

“Advancing testing and evaluation processes is integral to enabling more consistent, convenient and 

secure payment experiences,” comments Alisa Ellis, EMVCo Executive Committee Chair.  “Issuing 

100 Security Evaluation Certificates for SBMP Solutions is testament to increasing demand for secure 

mobile payments worldwide, and this is enabling mobile wallet providers to realise significant 

efficiencies and accelerate deployment by easily identifying the products that have been evaluated.”  

 

EMVCo Security Evaluations ensure that a payment product or solution has been assessed against 

the common EMVCo evaluation methodology and includes mechanisms and protections to 

withstand known attacks. SBMP Security Evaluations are conducted by a global network of 9 

 
1 Attestation mechanisms are used to verify that a device is in a secure state, before undertaking any sensitive 
operations. 

https://www.emvco.com/?utm_source=Communications&utm_medium=PR&utm_campaign=Mobile&utm_content=SBMPCertificationEvaluationPR


  

 

 

accredited laboratories, with EMVCo acting as a trusted authority. Approved products are listed on 

the EMVCo website. 
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For further EMVCo media information please contact David Amos / Fraser Kay – Tel: +44 113 
3501922 or email: david@iseepr.co.uk / fraser@iseepr.co.uk  

 
Click here to read our privacy policy. 

 
Notes to Editors: 
EMV® is a registered trademark in the U.S. and other countries and an unregistered trademark elsewhere. The 
EMV trademark is owned by EMVCo, LLC. 
 
About EMVCo:  
EMVCo creates and manages EMV Specifications and programmes that enable seamless and secure card-based 
payments for businesses and consumers worldwide.  
 
EMV Specifications support technologies including  EMV Chip Contact, EMV Chip Contactless, Mobile, QR 
Code, Secure Remote Commerce (SRC), 3-D Secure (3DS) and Payment Tokenisation and are widely used by 
the payments industry to develop products and services that deliver trusted and convenient in-store, online 
and remote card-based payments.   
 
As a global technical body, EMVCo is collectively owned by American Express, Discover, JCB, Mastercard, 
UnionPay and Visa. Hundreds of payments stakeholders, including merchants, banks and technology providers, 
participate as EMVCo Associates and Subscribers to develop, evolve and enhance flexible EMV Specifications 
that support innovation and address marketplace needs. All EMV Specifications are available royalty free on 
the EMVCo website. 
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