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EMVCo Launches EMV 3-D Secure 2.0 Specification
New specification to authenticate cardholders during card-not-present transactions across all e-commerce channels
and connected devices promotes consumer familiarity, convenience and security

25 October 2016 – EMVCo has published EMV® 3-D Secure Protocol and Core Functions Specification v2.0.0 (EMV
3DS 2.0 Specification). The new specification provides a globally interoperable framework that promotes a consistent
consumer experience across all e-commerce channels and connected devices when authenticating a cardholder. The
specification is available, royalty free, from the EMVCo website.

3-D Secure (3DS) is a messaging protocol that enables consumers to authenticate themselves with their card issuers
when making card-not-present (CNP) purchases or verifying their identity for various non-payment activities, like
adding a payment card to a digital wallet. The exchange of data between the merchant using 3DS and a card issuer
to authenticate a cardholder reduces the risk of fraud.
The EMV 3DS 2.0 Specification:
•

Supports specific app-based purchases on mobile and other consumer devices, and traditional browserbased e-commerce channels.

•

Improves the consumer experience by enabling intelligent risk-based decisioning that encourages frictionless
consumer authentication.

•

Delivers industry leading security features.

•

Specifies use of multiple options for step-up authentication, including one-time passcodes as well as
biometrics via out-of-band authentication.

•

Details functionality that enables merchants to integrate the authentication process seamlessly into their
checkout experiences, for both app and browser-based implementations.

•

Offers performance advancements for end-to-end message processing.

•

Adds a non-payment message category to provide cardholder verification details to support various nonpayment activities.

“Besides security, the consumer experience is central to EMVCo’s work,” said Jonathan Main, Chair of the EMVCo
Board of Managers. “In addition to engaging with industry experts, we conducted user testing in multiple markets to
understand consumer preferences for verifying their identity online. Feedback has been incorporated into the new
global specification to also accommodate country-specific preferences and regulatory requirements.”

The EMV 3DS 2.0 Specification received input from EMVCo Technical Associates throughout its creation. EMVCo
encourages industry feedback from all parties active in this area via its Associates Programme, a participation
framework that enables payment stakeholders to contribute to the outputs of the technical body.

Main adds: “The new specification gives industry the flexibility to effectively support new technology developments
as consumer payments become increasingly digitised. We would like those interested in the evolution of the EMV
3DS 2.0 Specification to get involved to ensure their long-term requirements are considered for the future.”
The specification is available to download from the EMVCo website and will be used by parties who wish to develop
and implement EMV 3DS 2.0 Specification compatible products. In future releases, the specification will be enriched
to support additional non-payment user identification and verification use cases.
To learn more about the EMV 3DS 2.0 Specification, watch the EMVCo demo, listen to the webcast and read the
Q&A.
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Notes to Editors:
EMV® is a registered trademark in the U.S. and other countries and an unregistered trademark elsewhere. The EMV trademark is
owned by EMVCo.
Visa invented and maintains sole ownership and management of the 3DS 1.0 Specifications. EMVCo announced in January 2015
that it would develop, manage and own the EMV 3DS 2.0 Specifications. Read the press release to find out more.
About EMVCo:
EMVCo is the global technical body that facilitates the worldwide interoperability and acceptance of secure payment
transactions by managing and evolving the EMV Specifications and related testing processes. Adoption of EMV Specifications
and associated approval and certification processes promotes a unified international payments framework, which supports an
advancing range of payment methods, technologies and acceptance environments. The specifications are designed to be flexible
and can be adapted regionally to meet national payment requirements and accommodate local regulations.
EMVCo is collectively owned by American Express, Discover, JCB, MasterCard, UnionPay and Visa, and focuses on the technical
advancement of the EMV Specifications. To provide all payment stakeholders with a platform to engage in its strategic and
technical direction, EMVCo operates an Associates Programme and encourages all interested parties to get involved.
Visit www.emvco.com for further information and join EMVCo on LinkedIn.

